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Incremental Phased Approach

ADVANTAGES

• Minimize disruption to operations

• Provide transparency

• Quickly adjust to issues arising after a release

• Instill confidence in the project
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PCGenesis Upgrade Phases

• DATA - Convert old technology flat files to relational database

• Implement data change logging

• Convert Cobol report processes to SQL stored procedures

• Implement new technology user interface for reports only

• Move Cobol processes(FAR/Payroll/CPI) to SQL

• Implement new technology user interface for processes
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Phased Approach will:

- Minimize disruption to operations

- Provide transparency

- Quickly adjust to issues arising after a release 

- Instill confidence in the PCGenesis upgrade project



PCGenesis DATA storage

CURRENT

• 78% :  Microfocus Vision  
Version 3 Indexed 
Sequential 
note:

(Version 3 is no longer supported by Microfocus)

• 22% - Microsoft SQL Server 
Express  Relational 
Database

FUTURE

• 99% - Microsoft SQL Server 
Express  Relational Database

• User friendly Screens
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Data Conversion Progress
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Benefit of Data Conversion
• Referential Integrity
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Example of Referential Integrity 
Enforcement #1
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Example of Referential Integrity 
Enforcement #2
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Benefit of Data Conversion – Ability 
to import PCG data to excel
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Site Recommendations

• Upgrade any server > 5 years old

• Implement Remote Desktop access !!!!

• Weekly full system backup of K:\*.* (Retain 3 
weeks)

• Daily backup of data (K:\SECOND and 
K:\PCGSQLDB) to CD/DVD/USB (Retain for 1 
month)
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PCGenesis run on User Computer 
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Data has to 

travel back 

and forth over 

network for 

every user 

interaction



PCGenesis through Remote Desktop
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PCGenesis 
Server



Remote Desktop Licensing

based on user based on device
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Client Access License (CAL)

1-User CAL  $199.00
5-User CAL  $779.00



Ransomware
What is ransomware?

Ransom malware, or ransomware, is a type of malware that 
prevents users from accessing their system or personal files 
and demands ransom payment in order to regain access.
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Transferred from connected devices 

If Windows malware is on the smartphone, you 
plug it into your computer, and autorun is 
running, the Windows-based malware could 
start running and infect your machine.

Do not charge your devices using your USB port.



Encrypting Ransomware

This is the one we have been seeing in our districts.  The perpetrators 
snatch up your files and encrypt them, demanding payment in order to 
decrypt and redeliver. The reason why this type of ransomware is so 
dangerous is because once cybercriminals get ahold of your files, no 
security software or system restore can return them to you. 

Unless you contact the cybercriminals and pay the ransom, they’re gone.  
Even if you pay them, there is no guarantee will give you those files back.

Who do ransomware authors target?

When ransomware was first unleashed, its initial victims were sent to 
the general public.

However, they began to realize its full potential when they rolled out 
ransomware to businesses and now public institutions, such as school 
districts.  Multiple Georgia districts have already been hit.
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How do you know if you have been 
infected?
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Filenames will all 
be changed, 
nothing works 
and everything 
you click sends 
you to a website 
announcing to 
fix your files for 
a fee.



What to do if infected?

The number one rule if you find yourself infected 
with ransomware is to never pay the ransom. 

(This is now advice endorsed by the FBI.) 

Nothing on a computer exposed to ransomware 
can be trusted.  The computer must be 
completely reformatted.

11/5/2020 23



How to recover from a ransomware 
attack

• Due to multiple attacks, we now can advise districts on 
streamlining the recovery effort.

• If you see your PCGicon folder files looking distorted, 
you have been infected. The entire PCGenesis server 
has been compromised and must be reformatted.  
Nothing on this server should be trusted.

• Please contact the DOE immediately for instructions on 
moving forward in the event of a ransomware attack. 
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How to protect from ransomware

• Create secure daily backups of your PCGenesis data to a new thumb drive 
and label with date and time. 

• Invest in cybersecurity—a program with real-time protection that’s 
designed to thwart advanced malware attacks such as ransomware. You 
should also look out for features that will both shield vulnerable programs 
from threats (an anti-exploit technology) as well as block ransomware 
from holding files hostage (an anti-ransomware component). 

Be sure your systems and software are updated. The WannaCry ransomware 
outbreak took advantage of a vulnerability in Microsoft software. While the 
company had released a patch for the security loophole back in March 2017, 
many folks didn’t install the update—which left them open to attack.

– We recommend changing your settings to enable automatic updating.
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Backing up PCGenesis data files

Thumb drives now can hold up to a terrabyte of data.
You can get multi packs of thumb drives cheaply eg 10 pack of 16 gig each for $30

11/5/2020 26



Thank you for attending!
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